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RAK7201 Quick Start Guide

Prerequisites
What do you need?

Before going through each and every step in the installation guide of the RAK7201 WisNode Button, make sure to
prepare the necessary items listed below:

1. RAK7201 WisNode Button 4K
2. Micro USB cable

3. Gateway in range

4. Windows PC

What’s included in the package

» 1 pc WisNode Button 4K RAK7201
e 1 pc Micro USB cable
« 1 pc Sticker for attaching the button to flat surface

Product Configuration
Interfacing with the RAK7201 WisNode Button 4K

For you to be able to interface with the RAK7201 WisNode Button 4K with your Windows Machine, you need to
download the RAK Serial Port Tool

1. Connect your RAK7201 WisNode Button 4K to your Windows Machine using the provided Micro USB cable.

$ RAK

8 A

———————

Figure 1: RAK7201 WisNode Button 4k to laptop connection

2. Open the RAK Serial Port Tool.
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g RAK SERIAL PORT TOOL - O X
Command
’ RAK com - BaudRate: (15200 -~ m O o' [ateversion
RECEIVING CLEAR RECV O at+get_config=device:status
O 02 |at+set config=device:sleep:0
O at+set_config=deviceirestart
O 05 |at+set_config=device:gps:1
O 06 |at+set_config=lora:work_mode:0
O 07 |at+set_config=lora;join_mode:0
O at+set_config=lora:class:0
O 09 |at+set_config=lora:region:EUB68
O at+set_config=lora:confirm:1
O at+set_config=lora:ch_mask:0:0
O at+set_config=lora:dev_eui:
O 12 |at+set_config=lora:app_eui:
O at+set_config=lora:app_key:
O 15 |at+set_config=lora:dev_addr:
O 16 |at+set_config=lora:nwks_key:
O 7 |at+set config=lora:apps_key:
O at+set_config=lora:send _interval:
SENDING(With \r\n) O 19 |at+get_config=lora:status
=] at+get_config=lora:channel
O All/None
Time 00:00:00 | PASS: 0 |FAIL: 0 | SW Version: V1.2.1 | Make:2018-12-24 11/18/2020 4:49:39 PM

Figure 2: RAK Serial Port Tool

3. For choosing the correct COM Port number for your device, go to your Device Manager by pressing the
Windows key + R and type devmgmt.msc or search for the Device Manager in the Start menu. Once opened,
look for Ports (COM & LPT) and find the name USB-SERIAL CH340. Take note of the COM Port Number, in
this example it is COM4.

& Device Manager — O X

File Action View Help
&= Hm &

v % DESKTOP-Q7HILLT
> H Audio inputs and outputs
> 3 Batteries
> | Biometric devices
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» @ Cameras
> Computer
> I DellUtils
> e Disk drives
> E§l Display adapters
> ! Firmware
> Human Interface Devices
> Keyboards
> L1 Memory technology devices

> 8 Mice and other pointing devices
> [ Monitors
> [? Network adapters
v @ Ports (COM & LPT)
ﬁ USB-SERIAL CH340 (COM4)
> [ Print queues
> n Processors
> W7 Security devices
> ¥ Software components
> B Software devices
> By Sound,video and game controllers
G Storage controllers
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Figure 3: Device Manager
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& RAK SERIAL PORT TOOL - ] X

‘RAK COM: COM4 - BaudRate: [15200 = m

RECEIVING CLEAR RECV

Command

|at+versiun

at+get_config=device:status

at+set_config=device:sleep:0

|at+set_r.onﬁg =device:restart

at+set_config=device:gps:1

at+set_config=lora:werk_mode:0

at+set_config=lora;join_mode:0

at+set_config=loraiclass:0

at+set_config=lora:region:EU868

at+set_config=lora:confirm:1

at+set_config=lora:ch_mask:0:0

at+set_config=lora:dev_eui:

at+set_config=lora:app_eui:

at+set_config=lora:app_key:

at+set_config=lora:dev_addr:

at+set_config=lorainwks_key:

at+set_config=lora:apps_key:

at+set_config=lora:send_interval:

SENDING(With \r\n) at+get_config=lora:status

at+send=lora:1:5A00

OO0 O0OO0O0O0D0O0OO0OO0OOO0OO0OOO0OO0OOOoan

at+get_config=lora:channel

5 st

Time 00:00:00 | PASS: O | FAIL: 0 | SW_Version: V1.2.1 | Make:2018-12-24 11/18/2020 3:07:04 PM

Figure 4: Correct COM port and baud rate are chosen

5. To configure the Button, Configuration Mode must be entered. To do that, press Key 1 for three seconds. All
blue LEDs will light up and you will have confirmation in the RAK Serial Port Tool.

E RAK SERIAL PORT TOOL — O X
Command
‘ RAK com:|coms - BaudRate: 115200 - O 01 [trversion
RECEIVING CLEARRECY [ at+get_config=device:status
Button 1 is pressed. O 07 |at+set_config=device:sleep:0
Button 1 is long pressed. O at+set_config=devicerrestart
Device run configuration mode. O 05 |at+set_config=device:gps:1
O 06 |at+set_config=lora:work_mode:0
O 07 |at+set config=lora;join_mode:0
O at+set_config=lora:class:0
O 09 |at+set_config=lora:region:EUB6E
O at+set_config=lora:confirm:1
O at+set_config=lora:ch_mask:0:0
O at+set_config=lora:dev_eui:
O 72 |at+set_config=lora:app_eui:
O at+set_config=lora:app_key:
O 15 |at+set_config=lora:dev_addr:
O 76 |at+set_config=lora:nwks_key:
O 7 |at+set_config=lora:apps_key:
O at+set_config=lora:send_interval:
SENDING(With \r\n) O ¢ |at+get_config=lora:status
at+version 77} at+get_config=lora:channel
O All/None
Time 00:00:00 | PASS: O | FAIL: 0 | SW Version: V1.2.1 | Make:2018-12-24 11/18/2020 3:16:01 PM
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& RAK SERIAL PORT TOOL

’ RAK COM::(OM.i -| BaudRate: 115200

RECEIVING

CLOSE

CLEAR RECV

Button 1 is pressed.

Button 1 is long pressed.
Device run configuration mode.
>»at+version

OK V1.0.1.201116_Release

SENDING(With \r\n)

at+version

&

Command

at+version

SEND

at+get_config=device:status

SEND

© |at+set_config=deviceisleep:0

SEND

! |at+set_config=deviceirestart

SEND

> |at+set_config=device:gps:1

SEND

> |at+set_config=lora:work_mode:0

SEND

at+set_config=lorajoin_mode:0

SEND

at+set_config=lora:class:0

SEND

09 |at+set_config=lora:region:EU868

SEND

at+set_config=lora:confirm:1

SEND

at+set_config=lora:ch_mask:0:0

SEND

at+set_config=lora:dev_eui:

SEND

2 |at+set_config=lora:app_eui:

SEND

! |at+set_config=lora:app_key:

SEND

5 |at+set_config=lora:dev_addr:

SEND

5 |at+set_config=lora:nwks_key:

SEND

at+set_config=lora:apps_key:

SEND

at+set_config=lora:send_interval:

SEND

J |at+get_config=lora:status

SEND

0000000000000 O0O0O0OO00OO

at+get_config=lora:channel

SEND

O All/None

Time 00:00:00 | PASS: O | FAIL: 0 | SW_Version: V1.2.1 | Make:2018-12-24 11/18/2020 3:19:00 PM

SAVE

O
X

Figure 6: Checking the firmware version

Connecting to Helium (The People's Network)

Helium has quickly become the most widespread LPWAN communal network with more than 27,000 devices

deployed globally. All our node products are compatible with it and the process of adding a device to the network is

intuitive and straightforward.

This section will focus on giving a brief guide on how to connect the RAK7201 to the network console, assuming

that there is a Helium Hotspot within range.

Log in or create your Helium account[” :
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Mine Stake Use HNT Technology Docs Explorer Ecosystem @

Helium Console

Whether rapid prototyping or building production
applications, only Helium Console allows loT developers
to fully harness the power of the world’s first peer-to-
peer wireless network.

Login or register for a FREE Account

Welcome to
Helium Console

(o]
Console Overview

Helium Console combines powerful management tools with network server
capabilities to accelerate moving data from loT devices to the Internet
over The People’s Network. With Console, developers can provision and
manage devices, monitor data activity, and manage connectivity costs. For
flexibility, the Console is built on an extensible set of REST APIs.

Figure 7: Helium console

Once registered/logged in you will end up at the home page where you can see your function tree on the left and

your DC balance at the tops as well as a number of useful links.

{& Q sSearch Console... . @gmail.com

Devices

Integrations

Labels

Functions

Organizations

Users

Data Credits

Flows (Beta)

Welcome to
Helium Console

Harness the power of the world's first
peer-to-peer wireless network

Show this Welcome Screen every time | log in
. ]
8 Get Started with Console mm Developer Resources
Add and Manage Devices for the Helium Network » View Documentation and Tutorials »
Set up an Integration to send and receive device data b Watch our How-to Videos
Add and Manage Labels to organize your devices b Join our Community Discord Channel »
AbnplvFl o bur devices P Read our Engineering Update Blog »

Embedded World :

¥ your Console Organization P
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{ Q search Console... @gmail.com

I Devices DeV|CeS

Integrations

Labels

Functions

Organizations
Users

No Devices

Flows (Beta)

You haven’t added any devices yet.

Devices can be added to the Helium network.

More details about adding devices can be found here.

Figure 9: Helium devices

A window will pop up with a set of field containing the device parameters required for its registration.

Add a New Device

Name RAK7201

DevEUl  94EE973080 8/ 8 Bytes
App EUI  3B8EA95583 8 /8 Bytes
AppKey @ 83B6ABC904B082914B690189F3 16/ 16 Bytes

Attach a Label (Optional)

Figure 10: Add a new device

Fill in a name of your choosing. The Dev EUI, App EUI, and App Key will have random values generated for you
by default. Press the eye icon to reveal the values. You can manually replace them with values of your own. For
this tutorial, use the default values. Press the Submit button, and you are done.
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@ Q_ Search Console... @gmail.com

Devices + Import Devices

Devices

Integrations

Devices can be added to the Helium network. Tell me more about adding devices.
Labels
o 1 Devices Edit Columns 10 results Quick Action
Functions
Organizations N
Device . . Frame Frame Packets DC Date
Device EUI Labels Integrations )
Name Up Down Transferred Used Activated
Users
Data Credits Apr 16,
94EE973080 None 0 0 2021 6:42
Flows (Beta) AM

Figure 11: Helium devices

Now, your RAK7201 is registered and is awaiting activation. For this to happen we need to import the Dev EUI,
App EUI and App Key in the RAK7201 using the RAK Serial Port Tool

Open the tool, select the desired port (default baud rate) and open it. Hold Button 1 for 3 seconds to enter

configuration mode and start importing your settings.

Configure your LoRa band and activation mode. This tutorial will be using the EU868 band and OTAA (only option
available for now with Helium) with device class A (default one, does not need configuring).

« Regional band, device class and activation mode setting

at+set_config=lora:join_mode:0

at+set_config=lora:region:EU868

e Enter the Dev Ul

Use the command below by replacing the XXXX with your Device EUI from the Helium console:

at+set_config=lora:dev_eui : XXXX

» Enter the App EUI

Same as with the Device EUI, replace the XXXX with your value:

at+set_config=lora:app_eui: XXXX

Embedded World nd:
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e Join Network

Finish executing the join command in order for the node to initiate the join procedure. Once the procedure is

initiated and successfully complete you will have a notification in the serial console

at+join

You output should resemble the one in Figure 12.

If you take a look at the Helium console, you will also see the join request packets both in the graph and event log.

B RAK SERIAL PORT TOOL

@ RAK com:|com:

RECEIVING

- | BaudRate: 115200

CLEAR RECV

Button 1 is long pressed.

Device run configuration mode.
>>at+set_config=lora;join_mode:0

OK

»>>at+set_config=lora:region:EU868

OK
>>at+set_config=lora:dev_eui:94EE973080
OK
>>at+set_config=lora:app_eui:3B8EAS5583
OK

=>

2
oK
>>at+join

OK Join Success

SENDING(With \r\n)

~

at+set_config=lora:app_key:83B6ABC904B082914B690189F

at+join

Time 00:00:00 | PASS: 0 | FAIL: 0

Command

EO0O0O0DO0O0O0O0O0O0O0O0O0O0O0O0OO0O0oOoaO

at+join

at+get_config=device:status

at+set_config=device:sleep:0

at+set_config=deviceirestart

at+set_config=device:gps:1

at+set_config=lora:work_mode:0

at+set_config=lora;join_mode:0

at+set_config=lora:class:0

at+set_config=lora:region:EU868

at+set_config=lora:confirm:1

at+set_config=lora:ch_mask:0:0

at+set_config=lora:dev_eui:94EE97 3080~

at+set_config=lora:app_eui:3BBEA95583

g=lora:app_key:B3B6ABCO04B082914B690189F3

at+set_config=lora:dev_addr:

at+set_config=lorainwks_key:

at+set_config=lora:apps_key:

at+set_config=lora:send_interval:

at+get_config=lora:status

at+get_config=lora:channel

O All/None

| SW_Version: V1.2.1 | Make:2018-12-24 4/20/2021 3:05:06 AM

O X

SAVE

Your node is now a part of the Helium Network.
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{@@ Q SearchConsole... @gmail.com

~ Labels Associated Integrations Date Activated
Devices

Integrations

Labels

Functions
Organizations
Users

Data Credits

Flows (Beta) Real Time Packets

@ Live Data

© 0

@ 60
-4
-80
-100
-120
0Os -30s -60s -90s -120s -150s -180s -210s -240s -270s -300s
Time Past in Seconds
Event Log Expand All Show Dropped Uplinks: Late Inactive Device Export JSON
Frame Count Type Time

+ Join Accept Apr 20, 2021 3:04:36.411 AM
+ Join Request Apr 20, 2021 3:04:34.410 AM

< »

& vi1.81 |
console.helium.com Documentation & Tutorials  How-to Videos =~ Community Discord  Engineering Blog © 2021 Helium Sy: Inc.

Figure 13: Helium console live device data

Connecting to Built-In Server

In this section, we will be connecting the RAK WisNode Button 4K to the Built-In server that is part of all RAK
WisGate Series gateways.

Creating an Application

1. Login into the gateway via the web Ul and select the Application tab in the LoRa Network menu.

“g::l\ R AK Logout

@ Status

LoRa Network Server Application Overview

3 Network
Applications

‘® Channel Plan
|l LoRa Network D Name Devices Creation Date Description

Network Settings
Network Server Status This section contains no values yet
Gateway

Application Type 1 : Unified Application Key v m

Global Integration

Multicast Group Save & Apply m

Embedded World

Exhibition and Conference

N 14: Application menu in the web Ul of the gateway
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& RAK

@ Status

3 Network

® Channel Plan
lull LoRa Network

Network Settings
Network Server Status
Gateway

Application

Global Integration

Multicast Group

& Services

System

Logout
LoRa Network Server Application Overview

Applications

D Name Devices Creation Date Description

This section contains no values yet
- IZB
Saie ARy E

RAK_Button_application Type 1 : Unified Application Key

Copyright © RAKWireless Technology Co., Ltd. All Rights Reserved.

Figure 15: Creating an application

3. Turn on the Auto Add LoRa Device switch and click the key generation icon next to the Application EUI and

Application Key fields. This will generate the EUI and the Key automatically. Click Save and Apply.

& RAK
@ Status
€3 Network
@ Channel Plan
Lull LoRa Network

Network Settings
Network Server Status
Gateway

Application

Global Integration

Multicast Group

& Services

System

Logout

Application Edit - app_4

Application RAK_Button_application

Application Configuration Payload Formats Integrations.
Device Authentication Mode @ Unified Application Key
O Separate Application Key

Name | RAK_Button_application

Auto Add LoRa Device ()
If enabled, LoRa Device will be added automatically after Application EUI and Application Key pass verification.

Application EUI | bf3112d69fc06a1b 20

Application Key | ea980d6f2e42772550c66ec2651f2415 20

Description

Back to Overview Save & Apply

Copyright © RAKV Ltd. All Rights Reserved

sless Technology Co.,

Figure 16: Application settings

Adding the Device to the Application

1. In the created application, click on the Edit button as shown in Figure 17.

& RAK
@ Status
&3 Network
® Channel Plan
Lill LoRa Network

Network Settings
Network Server Status
Gateway

Application

Global Integration

Multicast Group

& Services

System

Embedded World

Exhibition and Conference

March 1 4'16

2023
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Logout

LoRa Network Server Application Overview

Applications
ID Name Devices Creation Date Description
4 RAK_Button_application 0 Wed Nov 18 13:29:07 2020 m m

Type 1 : Unified Application Key

e

Copyright © RAKV

echnology Co., Ltd. All Rights

Figure 17: Application edit

nding input filed and press Add. You can find the Device EUI on the sticker
fton 4K.



https://twitter.com/RAKwireless/status/1621162148683448323?s=20&t=f-cV321R5nxuKPDx0PdBRQ

& RAK’ Documentation Center

$ RAK

@ Status

Application Edit - app_4

63 Network o o
Application RAK_Button_application

& Channel Plan

Devices Application Configuration Payload Formats Integrations
Lull LoRa Network PP < v <
Network Settings Last seen  Device name  Device EUI  Class  Activation mode  Device Address  Link margin ~ Battery ~ Packet Loss  Description
Network Server Status
Gateway S2eeil deros Rows perpage 10 v Page 1 Ino Prev Next
Application Q
Global Integration ‘ AC1FOOFFFEQ1366A [ adca [ Bawnads | mpon [ Export |
Multicast Group
& s Back to Overview Save & Apply

System

Co., Ltd. All Rights

Copyright

Figure 18: Adding the device

3. Input a Device name of your choice. The Class is A and the Join Mode is OTAA by default. Leave the other

fields as-is. Click Save And Apply.

“g:m RAK Logout

@ staus Application - Edit Device ac1f09fffe01366a

63 Network

Device-ac1f09fffe01366a
8 Channel Plan

Configuration Activation Downlink Live Device Data
Lill LoRa Network N
Network Settings Device name ~ RAK7201_Button1
Network Server Status
Class = A v
Gateway
pr— Joinmode = OTAA v
Global Integration Frame-counter Width | 32 bit v
Multicast Group
LoRaWAN MAC Version = 1.0.2 v
& Services LoRaWAN Regional Parameters Reversion =~ A v
System Enable LPTP ()
Description

Back to Overview Save & Apply

Copyright © RAKWireless Technology Co., Ltd. All Rights Res

Figure 19: Configuring the devices settings
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‘;jﬁ RAK Logout
®
@ st Application Edit - app_4

&3 Network o o
Application RAK_Button_application

® Channel Plan

Devices Application Configuration Payload Formats Integrations
Lill LoRa Network P ¢ v 9
Network Settings Last Device name Device EUI Class  Activation Device Link Battery  Packet Description
seen mode Address margin Loss

Network Server Status

Gateway O 1 never RAK7201_Buttonl  aclf09fffe01366a A otaa - -dB - nan% ©
x

Application

Global Integration Select All Remove Rows perpage 10 v Page 1 In1 Prev Next

Multicast Group Q

System

=

Copyright © RAKWireless Technology Co., Ltd. All Rights Reserved.

Figure 20: The device is registered

Configuring In OTAA Mode

1. To manage to connect the Button to the Built-In Server in the gateway, a configuration with the correct
parameters is needed. Using the AT commands and the RAK Serial Port Tool, the following parameters must be

set:

e Join Mode (OTAA)

at+set_config=lora:join_mode:0

» Region (EU868 for this example)

at+set_config=lora:region:EU868

« Device EUI (on the sticker at the back of the device)

at+set_config=lora:dev_eui:aclfe9fffe01366a

» Application EUI (from the application configuration created previously in the gateway)

at+set_config=lora:app_eui:bf3112d69fc@6alb

« Application Key (from the application configuration created previously in the gateway)

)d6T2e42772550c66ec2651f24f5
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4

g RAK SERIAL PORT TOOL - O X
Command

‘ RAK COM:|COM4 | - | BaudRate: |1520 : m O at+version

RECEIVING CLEAR RECV O at+get_config=device:status

»>at+set_config=lora;join_mode:0 O at+set_config=device:sleep:0

OK O at+set_config=deviceirestart

> »at+set_config=lora:region:EU868 O at+set_config=device:gps:1

oK O at+set_config=lora:work_mode:0

»>at+set_config=lora:dev_euitac1f09fffe01366a O at+set_config=lora;join_mode:0

OK O at+set_config=lora:class:0

»=at+set_config=lora:app_eui:bf3112d63fc06a1b O at+set_config=lora:region:EU868

oK O at+set_config=lora:confirm:1

»»=at+set_config=lora:app_key:ea980d6f2e42772550c66ec2651f2415 O at+set_config=lora:ch_mask:0:0

OK O at+set_config=lora:dev_eui:

0o e at+set_conﬁg=|ora:app_eui:|

O 14 |nfig=lorazapp_key:

O at+set_config=lora:dev_addr:

O at+set_config=lora:nwks_key:

O at+set_config=lora:apps_key:

O at+set_config=lora:send _interval:

SENDING(With \r\n) O at+get_config=lora:status

at =] at+get_config=lora:channel

+set_config=lora:app_key:ea980d6f2e42772550c66ec265
1f24f5 O All/None
Time 00:00:00 | PASS: 0 |FAIL: 0 | SW Version: V1.2.1 | Make:2018-12-24 11/18/2020 3:52:58 PM

Figure 21: Configuring the RAK WisNode Button 4k in OTAA mode

2. To connect to the LoRaWAN Network after the configuration, the device must be restarted. The restart
command is:

at+set_config=device:restart

3. After the restart, the device will try to join the LoRaWAN network automatically. If all the settings are configured
correctly an OK Join Success message will be displayed in the RAK Serial Port Tool.

2 RAK SERIAL PORT TOOL - O X

Command
‘ RAK COM: |COM4 - | BaudRate: 15200 v m O at+version
RECEIVING CLEAR RECV O at+get_config=device:status
LoRa (R) is a registered trademark or service mark of Semtech O at+set_config=device:sleep:0
Corporation or its affiliates. LoRaWAN (R) is a licensed mark. O at+set_config=devicerestart
O at+set_config=device:gps:1
RAK Button version:1.0.1.201116_Release O at+set_config=lora:work_mode:0
Initialization OK O at+set_config=lorajoin_mode:0
OK Join Success O at+set_config=lora:class:0
O at+set_config=lora:region:EU868
O at+set_config=lora:confirm:1
O at+set_config=lora:ch_mask:0:0
O at+set_config=lora:dev_eui:
O 17 |at+set_config=lora:app_eui:
(] nfig=lora:app_key:
O at+set_config=lora:dev_addr:
O at+set_config=lora:nwks_key:
O at+set_config=lora:apps_key:
O at+set_config=lora:send_interval:
SENDING(With \r\n) O at+get_config=lora:status
at+set_config=device:restart %] at+get_config=lora:channel
O All/None

Time 00:00:00 | PASS: 0 |FAIL: 0 | SW_Version: V1.2.1 | Make:2018-12-24 11/18/2020 3:55:58 PM

Figure 22: The device has restarted and connected to the LoRaWAN Network

ata obtained from pressing the buttons will be transmitted to the
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5 RAK® Documentation Center

[E RAK SERIAL PORT TOOL

‘ RAK com:|coma

RECEIVING

- | BaudRate: 115200

CLEAR RECV

Initialization OK

OK Join Success
Button 1 is pressed.
OK

RX RSSI:-64 SNR:5
Button 2 is pressed.
OK

RX RSSI:-46 SNR:6
Button 3 is pressed.
oK

RX RSSI:-47 SNR:6
Button 4 is pressed.
oK

RX RSSI:-44 SNR:6

SENDING(With \r\n)

RAK Button version:1.0.1.201116_Release

~

at+set_config=devicerrestart

Time 00:00:00 | PASS: O | FAIL: O

CLOSE

Command

at+version

at+get_config=device:status

at+set_config=device:sleep:0

at+set_config=devicerestart

at+set_config=device:gps:1

at+set_config=lora:work_mode:0

at+set_config=lorajoin_mode:0

at+set_config=lora:class:0

9 |at+set_config=lora:region:EU868

at+set_config=lora:confirm:1

at+set_config=lora:ch_mask:0:0

at+set_config=lora:dev_eui:

3 |at+set_config=lora:app_eui:

nfig=lora:app_key:

5 |at+set_config=lora:dev_addr:

5 |at+set_config=lora:nwks_key:

at+set_config=lora:apps_key:

at+set_config=lora:send_interval:

at+get_config=lora:status

HO0O0O0ODD0DO0OO0ODO0OO0O0O0O0O0O0O0O0O0OO00OO0

at+get_config=lora:channel

O All/None

| SW_Version: V1.2.1 | Make:2018-12-24 11/18/2020 4:00:18 PM

SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND

SEND

O
X

SAVE

Figure 23: Successful operation of the buttons

5. The received data from the WisNode Button 4K can be seen in the web Ul of the gateway under Application >

Device > Live Device Data.

& RAK
@ Status
3 Network
® Channel Plan
Lull LoRa Network

Network Settings
Network Server Status
Gateway

Application

Global Integration

Multicast Group

& Services

System

Application - Edit Device ac1f09fffe01366a

Device-RAK7201_Button1

Overview Configuration

2020/11/18 16:06:12

2020/11/18 16:05:55

2020/11/18 16:05:49

2020/11/18 16:05:44

2020/11/18 16:04:14

Uplink

Uplink

Uplink

Uplink

Join

Activation Downlink

42

43

42

41

Live Device Data

Logout

Copyright © RAKWireless Technology Co., Ltd. All Rights Reserved

Figure 24: Received data

Configuring in ABP Mode

To use the RAK WisNode Button 4K in ABP mode, a change of the activation method is needed.

1. Go to the Device configuration in the Gateway, as shown in Figure 25 and select the ABP Join mode from the

drop-down menu.
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Documentation Center

@ RAK Logost
&) €zl Application - Edit Device ac1f09fffe01366a
[

Device-RAK7201_Button1

W) Channel Plan
Wl LoRa Network Overview Configuration Activation Downlink Live Device Data

Network Settings Device name | RAKT201_Button1

Class | A -
Gateway T
Join mode ITAM

Application

Giobal [rtagraticn Frame-counter Width
Multicast Group

LoRaWWAN MAC Version
& Services LeRaWAN Regional Parameters Revarsion

System Enable LPTP

Description

Figure 25: Changing the activation method

2. Device Address, Application Session Key, and Network Session Key fields will appear. Enter the Device
Address manually, it should be in HEX format and 8 digits long. To generate the needed keys automatically,
click the key generation icon next to the Application Session key and Network Session Key fields. Click Save &

Apply.

\'f;n\ R AK Logout

© Gz Application - Edit Device ac1f09fffe01366a

63 Network
Device-RAK7201_Button1

® Channel Plan

Overview Configuration Activation Downlink Live Device Data
Ll LoRa Network
Network Settings Device name =~ RAK7201_Button1
Network Server Status
Class A v
Gateway
Application Join mode ~ ABP v
Global Integration Device Address = 00000001
Multicast Group X N
Application Session Key | 5e8b925ee63053a9ef5cbff8fc712451 20
& Services Network Session Key | c021e522f93751a92cc726260031dde7 2
System Frame-counter Width = 32 bit v
LoRaWAN MAC Version ~ 1.0.2 v
LoRaWAN Regional Parameters Reversion =~ A v
Enable LPTP
Description

Back to Overview Save & Apply m

Copyright © RAKWireless Technology Co., Ltd. All Rights Reserved.

Figure 26: ABP mode configuration

3. To set the WisNode Button 4K in ABP work mode, the following AT commands must be executed in the RAK
Serial Port Tool:

« Join mode (ABP)

at+set_config=lora:join_mode:1

X
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» Application session key (from the device configuration created previously in the gateway)

at+set_config=lora:apps_key:5e8b925ee63053a9ef5chff8fc712451

Network session key (from the device configuration created previously in the gateway)

at+set_config=lora:nwks_key:c021e522f93751a92cc72e260031dde7

RAK SERIAL PORT TOOL

@ RAK com: |coms

RECEIVING

BaudRate: 115200

CLEAR RECV

»>>at+set_config=lora:join_mode:1

OK

OK

OK

==

OK

SENDING(With \r\n)

»»at+set_config=lora:dev_addr:00000001

> >at+set_config=lora:apps_key:5e8b925ee63053a%¢f5cbff8fc712451

at+set_config=lorainwks_key:c021e522f93751292cc72e260031dde7

at

31dde7

+set_config=lorainwks_key:c021e522f33751a92cc72e2600

Time 00:00:00 | PASS: O | FAIL: O

| SW_Version: V1.2.1 | Make:2018-1

Command

at+version

at+get_config=device:status

at+set_config=device:sleep:0

at+set_config=devicerestart

at+set_config=device:gps:1

at+set_config=lora:work_mode:0

at+set_config=loraijoin_mode:1

at+set_config=lora:class:0

at+set_config=lora:region:EUB68

at+set_config=lora:confirm:1

at+set_config=lora:ch_mask:0:0

at+set_config=lora:dev_eui:

at+set_config=lora:app_eui:

at+set_config=lora:app_key:

at+set_config=lora:dev_addr:

at+set_config=lora:nwks_key:

lah- set_config=lora:apps_key:

at+set_config=lora:send_interval:

at+get_config=lora:status

KEO0O00OO0OO0OO00O0DO0OO0O0O0O0O0O0O0O0OaOo

at+get_config=lora:channel

O All/None

2-24 11/18/2020 5:56:12 PM

SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND

SAVE

O
X

Figure 27: Configuring the WisNode Button 4K in ABP mode

4. To connect to the LoRaWAN Network after the configuration, the device must be restarted. The restart

command is:

at+set_config=device:restart

5. After the restart, the device will be ready to send the information through the LoRaWAN Network.
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[E RAK SERIAL PORT TOOL

’RAK COM:[cOM4 - | BaudRate: 15200 -

RECEIVING CLEAR RECV

»>>at+set_config=deviceirestart
LoRa (R) is a registered trademark or service mark of Semtech

Corporation or its affiliates. LoRaWAN (R) is a licensed mark.

RAK Button version:1.0.1.201116_Release

Initialization OK

SENDING(With \r\n)

at+set_config=deviceirestart

Command

O
X

at+version

at+get_config=device:status

12 |at+set_config=device:sleep:0

at+set_config=deviceirestart

5 |at+set_config=device:gps:1

° |at+set_config=lora:work_mode:0

at+set_config=lorajoin_mode:1

at+set_config=lora:class:0

0% |at+set_config=lora:region:EUB68

at+set_config=lora:confirm:1

at+set_config=lora:ch_mask:0:0

at+set_config=lora:dev_eui:

3 |at+set_config=lora:app_eui:

at+set_config=lora:app_key:

5 |at+set_config=lora:dev_addr:

5 |at+set_config=lora:nwks_key:

at+set_config=lora:apps_key:

at+set_config=lora:send _interval:

9 |at+get_config=lora:status

0000000000000 O0O0O0O0o0Oaon

at+get_config=lora:channel

SEND
SEND
SEND
SEND
SEND
SEND
SEND

SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND

SEND

O All/None

Time 00:00:00 | PASS: 0 |FAIL: 0 | SW_ Version: V1.2.,1 | Make:2018-12-24 11/18/2020 5:58:50 PM

©n
m
o

SAVE

Figure 28: The device is restarted

NOTE:

In ABP mode there is no Join procedure. To be sure that the Button can send data you need to press the

buttons and see if you have uplinks in the Live Device Data field of the device in the gateway.

6. To test the ABP mode, press the buttons of the device.

g RAK SERIAL PORT TOOL

‘RAK COM:[cOM4 - | BaudRate: 15200 -

RECEIVING CLEAR RECV
~

»»at+set_config=devicerestart
LoRa (R) is a registered trademark or service mark of Semtech

Corporation or its affiliates. LoRaWAN (R) is a licensed mark.

RAK Button version:1.0.1.201116_Release
Initialization OK
Button 1 is pressed.
OK

RX RSSI:-39 SNR:5
Button 2 is pressed.
OK

RX RSSI:-38 SNR:5
Button 3 is pressed.
oK

RX RSSI:-39 SNR:5

Button 4 is pressed. -

SENDING(With \r\n)

Command

O
XK

at+version

at+get_config=device:status

17 |at+set_config=device:sleep:0

at+set_config=devicerestart

5 |at+set_config=device:gps:1

> |at+set_config=lora:work_mode:0

at+set_config=lorajoin_mode:1

at+set_config=lora:class:0

0% |at+set_config=lora:region:EUB68

at+set_config=lora:confirm:1

at+set_config=lora:ch_mask:0:0

at+set_config=lora:dev_eui:

3 |at+set_config=lora:app_eui:

at+set_config=lora:app_key:

5 |at+set_config=lora:dev_addr:

o |at+set_config=lora:nwks_key:

at+set_config=lora:apps_key:

at+set_config=lora:send_interval:

9 |at+get_config=lora:status

KOO0 0OO0OO0OO0O0O0DDODOOoOOoOOoOO0o0oOoO0oO0oaon

at+get_config=lora:channel

SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND

SEND

SEND

SEND
SEND
SEND
SEND
SEND
SEND
SEND

SEND

O All/None

Time 00:00:00 | PASS: 0 | FAIL: 0 | SW Version: V1.2.1 | Make:2018-12-24 11/18/2020 6:23:18 PM

SAVE

w
m
o

Figure 29: Testing the ABP mode

The received data from the WisNode Button 4K can be seen in the web Ul of the gateway under Application >
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& RAK Logout

) gz | Application - Edit Device ac1f09fffe01366a

&3 Network
Device-RAK7201_Button1
) Channel Plan

Overview Configuration Activation Downlink Live Device Data
Lill LoRa Network

[EUOEst hos 2020/11/18 18:23:09 Uplink 42
Network Server Status
2020/11/18 18:22:57 Uplink 43

Gateway

Application 2020/11/18 18:22:51  Uplink 42

Global Integration

2020/11/18 18:22:46  Uplink 41
Multicast Group

& Services

System

Figure 30: Received data

Connecting to The Things Network V3 (TTNv3)

At The Things Conference 2021, it was announced that The Things Network is upgrading to The Things Stack v3.
In this section, it will be shown how to connect RAK7201 WisNode Button 4K to The Things Stack. To login into the
TTNv3, head on to the TTN site[% . If you already have a TTN account, you can use your The Things ID
credentials to log in.

‘\ THE THINGS m THE THINGS STACK
NETWORK Community Edition

The Things Network
Account

| @ Pleaselogin to continue

Login with The Things ID
Login using credentials

Everything you need to build enterprise grade, private LORWAN networks - The Things Industries

Figure 31: The Things Stack Home Page

-
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ol TRETNGS gy e maos stack 5 Owrvew [0 Applcations g Getewsys 2 Organiaatons 3§ s -

Welcome to the Console!

Get started right away by creating an application or registering a gateway.

Need help? Have a look at our @ Documentation @ or Get Support &.

9

Create an application Register a gateway

Version info Component status

Figure 32: Console Page after successful login

NOTE:

To be able to connect RAK7201 WisNode Button 4K to TTNv3 you should already have connected a
gateway in range to TTNv2 or TTNv3, or you have to be sure that you are in the range of a public gateway.

Adding an application

NOTE:

This tutorial is for EU868 Frequency band.

1. To create an application, choose Create an application (for new users that do not already have created
applications) or Go to applications > + Add application (for users that have created applications before).

S THE THINGS THE THINGS STACK = T - - = .
Al S hnes WP e s stacy By Overview [ Applications  j Gateways i Organizations @ out community RAKwireless

Add application

Owner ™

RAKwireless

Application 1D

my-new-application

Application name

My new application
Description

Description for my new application

)
Optional application description; can also be used to save notes about the application

=V 9
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Exhibition and Conference
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Figure 33: Create an application page
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2. Fill in the needed information:

« Owner — Automatically filled by The Things Stack, based on your account or created Organization.

o Application ID - This will be the unique ID of your application in the Network. Note that the ID must contain only
lowercase letters, numbers, and dashes (-).

« Application name (optional) - This is the name of your application.

« Description (optional) — Description of your application. Optional application description; can also be used to
save notes about the application.

3. After you fill in the information, click Create application. If everything is filled in correctly, you will see the page
in Figure 34.

~ THE THINGS THE THINGS STACK - A c: < a0 lizatic e N .
Sl N P s 55 Overview [ Applications  oj Gateways &% Organizations @ out Commurity RAKwireless

Applications > Rakwireless Test Application
O Rakwireless Test Applicati...

m Rakwireless Test Application

35 Overview ID: raktest-application

& Enddevices

A OEnddevices 2% 1Collaborator O 0 APIkeys Created 2 seconds ago

M@ Livedata

General information * Live data Seeall activity —
<> Payload formatters ~

Application ID Taktest-application "
J. Integrations v

Created at Mar 8, 2021 12:22:21
=% Collaborators Waiting for events from raktest-application...

Last updated at Marg, 2021 12:22:21

O APl keys

3 General settings

End devices (0) Q searchby D + Add end device

D4 Name % DeveUl JoinEUl Created +

No items found

< Hide sidebar

Everything you need to build enterprise grade, private LoRaWAN networks - The Things Industries v2.11.1 Documentation &4

Figure 34: Application Overview

Registering and Configuring the Device In OTAA Mode
Registering the Device in OTAA Mode

1. From the Application Overview page, click on + Add end device.

S THE THINGS THE THINGS STACK = i - M
s v unes m T e B3 Overview [ Applications  of Gateways  2u Organizations

RAKwireless =

Applications > Rakwireless Test Application > End devices > Register fram The LoRaWAN Device Repository
O Rakwireless Test Applicati...

Register end device

25 Overview

End devices
A From The LoRaWAN Device Repository  Manually

@ Livedata

1. Select the end device
<> Payload formatters ~

Brand "
X Integrations v

Typetosearch...

2% collaborators
Cannot find your exact end device? Get help here and try manual device registration.

©r APlkeys

R General settings

2. Enter registration data

Please choose an end device first to proceed with entering registration data

-0
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Figure 35: Adding a device in OTAA mode
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2. Bellow the Register end device heading you can find two options for registering a device. Choose Manually.
For Activation mode choose Over the air activation (OTAA) and for the LoRaWAN version choose MAC
V1.0.2 (RAK7201 is LoRaWAN 1.0.2 fully compliant).

S THE THINGS THE THINGS STACK = ] e < e fop .
e g P 13 Oveview  [J Applications g3 Gateways &4 Organizations 1 RAKwireless
Applications > Rakwireless Test Application > Enddevices > Register manually
O Rakwireless Test Applicati...
. Register end device
55 Overview
A End devices
From The LoRaWAN Device Repository  Manually
@ Live data
Preparation
< Payload formatters ~
Activation mode®
X Integrations ~ .
(®) Over the air activation (OTAA)
2% Collaborators Activation by personalization (ABP)
Multicast
o APlkeys
Do not configure activation
£ General settings LoRaWAN version® *
Select...
The LoRaWAN version (MAC), as provided by the device manufacturer
Network Server address
eulcloud.thethings.network
Application Server address
eulcloud.thethings.network
External Join Server @
Enabled
Join Server address
euL.cloud.thethings.network
< Hide sidebar Start

Figure 36: Registering the device in OTAA mode

3. To get to the next step of the registration, click Start.

S\ THE THINGS THE THINGS STACK = s - = "
Al [nes m TUEVIMDS STA0! 8§ Overview [ Applications i Gateways i Organizations

' RAKwireless ~

Applications > Rakwireless TestApplication > End devices » Register manually > Basic settings
O Rakwireless Test Applicati...

Register end device

25 Overview

A End devices
From The LoRaWAN Device Repository  Manually

@ Livedata
<> Payload formatters v ° Basic settings 2 ) Network layer settings 3 ) Join settings
End device 10's, Name and NetiDand kek

X Integrations ~ Description
2% Collaboratars

End device ID™
o ks —
L General settings AppEUI @~

R :]
The ApPEUI uniquely identifies the owner of the end device. If no AppEUI s provided by the device manufacturer (usually for

development), it can be filled with zeros.

DevEUI® *

The DevEUI is the unique identifier for this end device
End device name

My new end device
€nd device description

Deseription for my new end device

y
Optional end device description; can also be used to save notes about the end device

< Hide sidebar
Network layer settings >

Figure 37: Basic settings for OTAA mode

4. Fill in the Basic settings for the device:

e End device ID - This is the unique identifier for your RAK7201 WisNode Button 4K in your application. You
need to enter this manually. Note that the End device ID must contain only lowercase letters, numbers, and

ifies the owner of the end device. It is provided by the device

Embedded World nect your device via USB cable to your computer. Open RAK Serial Port
Exhibition and Conference d BaudRate and hold Button 1 for 3 seconds to enter the device in
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&) RAK SERIAL PORT TOOL — [m| X
Command
’ RAK com:[comz7 -| BaudRate: 15200 - B o ceion SEND.
RECEIVING CLEAR RECV O 02 |at+get_config=device:status SEND
Button 1 is long pressed. O 0% |at+set_config=device:sleep:0 SEND
Device run configuration mode. O 04 |at+set_ config=devicerrestart SEND
O 05 |at+set_config=device:gps:1
[ 06 |at+set_config=lora:work_mode:0
O 07 |at+set_config=lorajoin_mode:0
O 08 |at+set_config=lora:class:0
O 09 |at+set_config=lora:region:EUB68 SEND
O 10 |at+set_config=lora:confirm:1 SEND
O at+set_config=lora:ch_mask:0:0 SEND
O 12 |at+set_config=lora:dev_eui:
O 15 |at+set_config=lora:app_eui:
O 74 |at+set_config=lora:app_key:
O 15 |at+set_config=lora:dev_addr:
O 76 |at+set_config=lora:nwks_key: SEND
O 77 |at+set_config=lora:apps_key:
O 78 |at+set_config=lora:send_interval:
SENDING(With \rin) O 79 |at+get_config=lora:status
b 20 |at+get_config=lora:channel SEND
O All/None
Time 00:00:00 |PASS: 0 |FAIL: 0 | SW_ Version: V1.21 | Make:2018-12-24 17.3.2021 r. 14:44:08

Figure 38: Configuration mode of RAK7201

Then run the following command:

at+get_config=lora:status

& RAK SERIAL PORT TOOL - [m] X
Command

’ RAK com: |cor\«12? | BaudRate: 115200 - m O 01 [errearson
RECEIVING CLEAR RECV O 02 |at+get_config=device:status
AppEui: 261CE2868337C34A G O 02 |at+set_config=device:sleep:0
AppKey: A4F181EBCB05C991798BF0229DEGEBOF O 04 |at+set config=devicewrestart SEND
Class: A O 05 |at+set_config=device:gps:1 SEND
Joined Network:true O 06 |at+set_config=lora:work_mode:0 SEND
IsConfirm: unconfirm O 07 |at+set_config=lorajoin_mode:0
AdrEnable: true O 08 |at+set config=lora:class:0
EnableRepeaterSupport: false O 09 |at+set_config=lora:region:EUB68
R¥2_CHANMEL_FREQUENCY: 869525000, RX2_CHANMEL_DR:0 O 10 | at+set_config=lora:confirm:1
RX_WINDOW _DURATION: 3000ms O at+set_config=lora:ch_mask:0:0 SEND
RECEIVE_DELAY 1: 1000ms O 12 |at+set_config=lora:dev_eui: SEND
RECEIVE_DELAY 2: 2000ms O 15 |at+set_config=lora:app_eui: SEND
JOIN_ACCEPT_DELAY_1: 5000ms O 74 | at+set_config=lora:app_key:
JOIN_ACCEPT_DELAY 2: 6000ms O 75 |at+set_config=lora:dev_addr:
Current Datarate: 5 O 16 |at+set_config=lora:nwks_key:
Primeval Datarate: 5 O 17 |at+set_config=lora:apps_key:
ChannelsTxPower: 0 w O 19 |at+set_config=lora:send_interval: SEND
SENDING (With \r\n) O 19 |at+get_config=lora:status SEND
at+get_config=lora:status i 20 |at+get_config=lora:channel SEND

O AlljNone SAVE

Time 00:00:00 | PASS: 0 |FAIL: 0 | SW Version: V1.21 | Make:2018-12-24 16.3.2021 r. 12:41:34

Figure 39: AppEUI of the device

» DevEUI - The DevEUI is the unique identifier for this end device. It can be found on a sticker on the back of the
device.

o End device hame (optional e, human-readable identifier for your device. You make it up, so be

y multiple devices within the same application.

Optional end device description; can also be used to save notes about the
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Exhibition and Conference

"%55 14-16

Visit the RAK booth
at Hall M2M Area - Stand No. 3-523



https://twitter.com/RAKwireless/status/1621162148683448323?s=20&t=f-cV321R5nxuKPDx0PdBRQ

& RAK’ Documentation Center

S THE THINGS THE THINGS STAGK = T - o
Al [ ides & s Ak 53 Overview [ Applications o3 Gateways &% Organizations

nnnnnnn

Applications » Rakwireless Test Application > End devices » Register manually > Network layer settings
O Rakwireless Test Applicati...

Register end device

25 overview

A End devices

From The LoRaWAN Device Repository  Manuzlly
@ Livedata
<> Payload formatters v ° Basicsettings ——————————— ° Network layer settings 3 ) Join settings
, Name and Root keys, NetiD and kek
3. Integrations v e

&% Collaborators
Frequency plan ® *

O APlkeys Select...

o The frequency plan used by the end device
General settings

LoRaWAN version @ "

version (MAC), as provided by the device manufacturer

Regional Parameters version 3 *
PHYV1.02 REVA
The LoRaWAN PHY version of the end device
LoRaWAN class capabilities
Supports class B

Supportsclass ¢

Advanced settings

Figure 40: Network layer setting for OTAA mode

6. Here you must configure the Network layer settings for the device:

» Frequency plan - The frequency plan used by the end device. Note that, for this tutorial, the frequency plan
used is Europe 863-870 MHz (SF9 for RX2 — recommended).

» Regional Parameters version - The Regional Parameters specify frequency, dwell time, and other
communication settings for different geographical areas. The Regional Parameters version is the version of the
LoRa Alliance specification which your device supports. This should be provided by the device manufacturer in
a datasheet. For this example, PHY V1.0.2 REV A is chosen.

 LoRaWAN class capabilities — Here you can select if your device supports class B, class C, or both.

7. In Advanced settings, you can configure additional settings for your device.

LoRaWAN version @ *
O Rakwireless Test Application
MACV1.0.2
The LoRaWAN version (MAC), as provided by the device manufacturer
B3 overview
Regional Parameters version @ *

A End devices PHYVLO0.2REVA h

The LORaWAN PHY version of the end device
@ Livedata
LoRaWAN class capabilities
<> Payload formatters M
Supports class B

. Integrations v Supports class C

&% Collaborators Advanced settings ~

Ov APIkeys .
MAC settings

L2 General settings
Frame counter width

16 bit

® 22bit

RX2 Data Rate Index

The default RX2 data rate index value the device uses after a reset

RX2 Frequency

Fraquency for RX2 (Hz)

Factory Preset Frequencies

List of factory-preset frequencies. Note: order is respected

< Hide sidebar < Basicsettings

Figure 41: Advanced network layer settings of the device
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» RAK® Documentation Center

—4

S T iwes D unes mack 53 Overview [ Applications o3 Gateways &% Organizations & RAKwireless -

Applications » Rakwireless TestApplication » Enddevices 5 Registermanually > Join settings
O Rakwireless Test Applicati...

Register end device

25 overview
A Enddevices y
From The LoRaWAN Device Repository ~ Manually
M Livedsta
<> Payload formatters -~ ° Basic settings ———————————— ° Network layer settings —————— ° Join settings
End device ID's, Name and Frequency plan, regional Root keys, NetiD and kek
J. Integrations v Description parameters, end device labels.

elass and session keys.

2% Collaborators

Root keys
Ow APl keys

AppKey @™

€2 General settings T ]

The root key to derive session keys to secure communication between the end device and the application

Advanced settings

< Network layer settings Add end device

< Hide sidebar

Everything you need to build enterprise grade, private LoRaWAN networks - The Things Industries v3.11.2 Documentation & Get Support

Figure 42: Join settings for OTAA mode

9. Here you must fill in your Application key (AppKey) to secure communication between the end device and the
application. The AppKey can be generated automatically by clicking the Generate button next to the AppKey
field.

S THETHINGS THE THINGS STAGK = n < s
Al [ wes [k s wac 53 Overview [0 Applications  op Gateways &% Organizations

Applications > RAKwireless Test Application » End devices > Registermanually > Join settings
O RAKwireless Test Applicati...

Register end device

B3 Overview
A End devices )
From The LoRaWAN Device Repesitory  Manually
@ Livedata
<> Payload formatters v ° Basic settings ————————————— ° Network layer settings  ————— e Join settings
€nd device ID's, Name and Frequency plan, regional Root heys, NetlD and kek
2 Integrations " Description parameters, end device labels,

class and session keys.

2% Collaborators

Root keys
Ov APIkeys

AppKey ®”

3 General settings

The root key to derive session keys to secure communication between Mdevice and the application

Advanced settings «

< Hidesidebar

Everything you need to build enterprise grade, private LoRaWAN networks - The Things Industries v3.11.3 Documentation & [l NEEEIITE

Figure 43: Generate App Key Button

10. In the Advanced settings, you can configure more options about your device.

e X
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Advanced settings ~

Home NetlD

ID to identify the LoRaWAM network

Application Server ID

The AS-ID of the Application Server to use

Application Server KEK label

The KEK label of the Application Server to use for wrapping the application session key

Network Server KEK label

The KEK label of the Network Server to use for wrapping the network session key

< Network layer settings

Add end device

Figure 44: Advanced join settings for OTAA mode

NOTE:

For this example, these settings will be left as default.

11. Finally, to finish registering your device, click Add end device.

Configuring the Device in OTAA Mode

1. For configuring the node you will need the following three parameters: Device EUI, Application EUI, and

Application Key. You can see them

all in the Device Overview page, but since the two EUI's come with the

device, you only need the Application Key from there.

S THE THINGS THE THINGS STACK = Applic 3 s .
Al T e m ULt ies s 55 Overview  [J Applications  oj Gateways &% Organizations

Applications > Rakwireless Test Application > End devices > RAKT201 Button 4K

O Rakwireless Test Applicati...

RAKT201 Button 4K

B3 overview 1D: rak7201

A End devices Lastseeninfo unavailable  Mn/a Lnja Created 1second ago
[ Live data Overview  Livedata  Messaging  location  Payload formatters  Claiming  General settings

<> Payload formatters v

General information

J. Integrations ~

End device ID
2% Collaborators Description
Ov APl keys Created at

£ General settings
Activation information
AppEU!
DevEU!
Root key ID
AppKey

NwkKey

Session information

No data available
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& RAKwireless ~

* Live data seeall activity
rak72oL L]
RAK7201 Button 4K Test

Waiting for events from rak7261...
Mar 11,2021 12:12:58

78 B2 DS 7E DB 03 CE C§ o B
©8 10 EE 24 C5 E1 85 E@ o W Location Change location settings —
n/a

- o

No location information available

Figure 45: OTAA device parameters

Configuration Mode. To do that, press Key 1 for three seconds until all
onfirmation in the RAK Serial Port Tool. Using the RAK Serial Port Tool, set
LoRaWAN region to your correct frequency band, with the following set of



https://twitter.com/RAKwireless/status/1621162148683448323?s=20&t=f-cV321R5nxuKPDx0PdBRQ

& RAK’ Documentation Center

e For the join mode (OTAA)

at+set_config=lora:join_mode:0

» For the class (Class A)

at+set_config=lora:class:0

« For the Frequency (Remember to replace the frequency band with the one for your LoRaWAN region. Check

here [ for your frequency plan.)

at+set_config=lora:region:EU868

& RAK SERIAL PORT TOOL

’ RAK com:|comz3

RECEIVING

BaudRate: 115200

CLEAR RECV

Button 1 is long pressed.

Device run configuration mode.
»=at+set_config=lora;join_mode:0
QK
»=at+set_config=lorairegion:EUB63

QK

SENDING(With \r\n)

at+set_config=lorarregion:EU868

Command

3 e e o o o [ o

at+version

at+get_config=device:status

at+set_config=device:sleep:0

at+set_config=devicerrestart

at+set_config=deviceigps:1

at+set_config=lorawork_mode:0

at+set_config=lorajoin_mode:0

at+set_config=lora:class:0

at+set_config=lora:region:EUBGS

at+set_config=lora:confirm:1

at+set_config=lora:ch_maslk:0:0

at+set_config=lora:dev_eui:

at+set_config=lora:app_eui:

at+set_config=lora:app_key:

at+set_config=lora:dev_addr:

at+set_config=lorainwks_key:

at+set_config=lora:apps_key:

at+set_config=lora:send_interval:

at+get_config=lora:status

at+get_config=lora:channel

O All/MNone

Time 00:00:00 |PASS: 0 |FAIL: 0 | SW Version: V1.2.1 | Make:2018-12-24 11.3.2021 r. 12:35:57

[m]
hed

SEND
SEMD
SEND
SEMD
SEMD
SEND
SEMD
SEND
SEMD
SEND
SEMD
SEMD
SEMD
SEMD
SEND
SEMD
SEND
SEMD
SEND
SEMD

SAVE

Figure 46: Setting up the RAK7201 WisNode Button 4K operation mode

NOTE:

The following tutorial is based on using the EU868 frequency band.

3. Now that those parameters are set, enter the App Key, using the command below. Remember to replace the

"XXXX" with the corresponding parameter value for your particular case.
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& RAK SERIAL PORT TOOL - [m| X
Command
@ RAK oM covz: | BaudRate: 115200 -| [ERE O o+ [ateversion
RECEIVING CLEAR RECV O 02 |at+get_config=device:status SEND
== O 02 |at+set_config=device:sleep:0 SEND
at+set_config=lora:app_key:82BE7351FCAB343267ABTFI2517EAZEA O 04 |at+set config=devicerrestart SEND
oK O 05 |at+set_config=device:gps:1
O 06 |at+set config=lorawork_mode:0
O 07 |at+set_config=lorajoin_mode:0
[0 08 |at+set_config=lora:class:0
O 09 |atsset config=loraregion:EUBGE
O 70 |at+set_config=lora:confirm:1 SEND
O at+set_config=lora:ch_mask:0:0
O 72 |at+set_config=lora:dev_eui:
O 72 |at+set_config=lora:app_eui:
0 74 |g=loraapp_key:82BE7351FCAB343267AB7F92517EA2EA | ENERIN
O 75 |at+set_config=lora:dev_addr:
O 16 |at+set_config=lora:nwks_key: SEND
[0 17 |at+set_config=lora:apps_key: SEND
O 18 |at+set_config=lora:send_interval: SEND
SENDING(With \A\n) O 19 |at+get_config=lora:status
at i 20 |at+get_config=lora:channel
+set_config=lora:app_key:82BE7351FCAB343267ABTFI25
17EA2EA O All/None
Time 00:00:00 | PASS: 0 |FAIL: 0 | SW Version: V1.2.1 | Make:2018-12-24 11.3.2021 r. 12:44:01

Figure 47: Setting up the RAK7201 WisNode Button 4K OTAA parameters

4. To connect to the LoRaWAN Network after configuration, the device must be restarted. Run the following
command to restart it:

at+set_config=device:restart

& RAK SERIAL PORT TOOL - O *
Command
@ RAK oM |covzs -] BaudRater 15200 -| BB O o+ [sreversion
RECEIVING CLEAR RECV O 02 |at+get config=device:status
»>at+set_config=devicerrestart O 02 |at+set_config=device:sleep:0 END
LoRa (R) is a registered trademark or service mark of Semtech O 04 |at+set_config=deviceirestart
Corporation or its affiliates. LoORaWAN (R) is a licensed mark. O 05 |at+set config=device:gps:1 SEND
O 06 |at+set_config=loramwork_mode:0
RAK Button version:1.0.1.201116_Release O 07 |at+set_config=lorajoin_made:0
Initialization OK [0 08 |at+set_config=lora:class:0
OK Join Success O 09 |at+set_config=lora:region:EU868
O 10 |at+set_config=lora:confirm:1 SEND
O at+set_config=lora:ch_mask:0:0 SEND
O 12 |at+set_config=lora:dev_eui:
O 12 |at+set_config=lora:app_eui:
O 14 |g=lora:app_key828E7351FCAB343267AB7F925176AEA RN
O 75 |at+set_config=lora:dev_addr:
O 76 |at+set config=lora:nwks_key:
O 77 |at+set_config=lora:apps_key: SEND
[0 18 |at+set_config=lora:send_interval: SEND
SENDING(With \r\n) O 79 |at+get_config=lora:status
at+set_config=devicerrestart b 20 |at+get_config=loraichannel
O Al/None
Time 00:00:00 | PASS: O |FAIL: 0 | SW Version: V1.2.1 | Make=:2018-12-24 11.3.2021 r. 12:45:44

Figure 48: Join confirmation

5. After the successful connection, the data obtained from pressing the buttons will be transmitted to the

(X

application server of the gateway.
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& RAK SERIAL PORT TOOL — | X

‘ RAK com:[comas -

RECEIVING CLEAR RECV

Command

BaudRate: 15200 - 1 |at+version

at+get_config=device:status

OK Join Success 05 |at+set_config=device:sleep:0

Button 1 is pressed.
OK
RX RSSI:-40 SNR:5

04 |at+set_config=deviceirestart

05 |at+set_config=device:gps:1

o |at+set_config=loramwork_mode:0

Button 2 is pressed.
OK
RX RS51:-38 SNR:5

07 |at+set_config=lorajoin_mode:0

08 |at+set_config=lora:class:0

09 |at+set_config=loraregion:EL868

Button 3 is pressed.
OK
RX RSSI:-39 SNR:S

10 |at+set_config=lora:confirm:1

at+set_config=lora:ch_mask:0:0

12 |at+set_config=lora:dev_eui:

Button 4 is pressed.
OK
RX RSSI:-34 SNR:5

2 |at+set_config=lora:app_eui:

14 |g=lora:app_key:82BE7351FCAB343267ABTFI2517EAZEA

at+set_config=lora:dev_addr:

16 |at+set_config=lorainwks_key:

at+set_config=lora:apps_key:

18 |at+set_config=lora:send_interval:

SENDING(With \r\n) 19 |at+get_config=lora:status

3 I oy e e e o o o o |

ra
=

at+get_config=lora:channel

O All/None

Time 00:00:00 | PASS: O |FAIL 0 | SW Version: V1.2.1 | Make:2018-12-24 11.3.2021 r. 12:53:37

Figure 49: Transmitted data seen in the RAK Serial Port Tool

6. The received data from the WisNode Button 4K can be seen in the Live data feed.

= THE THINGS THE THINGS STACK - Al c: = . : Co -
2l [ Ties U Thias S1Ao! 55 overview [ Applications o Gateways 2% Organizations @ sul Community RAKwireless

Applications » Rakwireless Test Application » Enddevices 5 RAKT201Button4K > Live data
1 Rakwireless Test Applicati...

RAKT201 Button 4K

23 overview 1D: rak7201

A Enddevices ® Lastseen 1 minute ago N3 L3 Created 42 minutes ago

@ Livedata Overview  Livedata  Messaging  Location  Payload formatters  Claiming  General settings

<> Payload formatters M Time Type Data preview 11 Pause W Clear
7. Integrations v ¢>12:53:28 Link ADR Tequest enqueued Devaddz: | 26 687535

. ¥ 12:53:28 Successfully scheduled data downlink .. DevAddr: 26 @B 75 38
2 collaborators

¥ 12:53:28 Schedule data downlink for transmissi.. DevAddr: 26 @8 7538 Rxl Delay: &
Ov APIkeys

A 12:53:28 Fozward data message to Application S.. DevAddz: 26 0B 7538 MAC payload: 87 FPoxt: 4 SNR: 9.3 RSSI: -37 Bandwidth: 125000
£ General settings

A 12:53:26 Fomward uplink data message DovAddz: | 26087535 | MAC payload: 42 | FPOTt: 4 SNR: 9.3 RSSI: -37 Bandwidth: 125000
A 12:53:28 Receive uplink data message Devaddz: | 26 08 7535
A 12:53:28 Successfully processed data messags  DevAddz: | 26087538 | FOnt: 3 | FPort: 4 MAC payload: 87 | Bandwidth: 125000 SNR: 9.3 RSSI: -37 Raw payload: 40 3B 75 OB 26 52 03 00 03 06 84 87 AC €7 £B 57
¢>12:53:28 Link ADR zejection received Devaddz: | 26 08 75 38
A 12:53:26 Drop data message Uplink is a duplicate
A 12:53:28 Receive data message Devaddr: | 26087538 | Fent: | 3 | FRort: 4 MAC payload: 67 | Bandwidth: 125000 SNR: 9.5 RSSI: -51 Raw payload: | 40 38 75 GB 26 52 03 00 03 06 04 57 AC 67 EB 5
A 12:53:28 Drop data message Uplink is a duplicate
M 12:53:28 Receive data messade DevAddz: | 26087538 | Fent: | 3 | FPort: 4 MAC payload: 87 | Bandwidth: 125000 SNR: 8.8 RSSI: -37 Raw payload: | 40 3B 75 GB 26 B2 03 00 03 06 03 67 AC €7 EB 5F
A 12:53:26 Receive data message Devaddr: | 26087538 | Font: | 3 | FPort: 4 MAC payload: 67 | Bandwidth: 125000 SNR: 9.3 RSSI: -37 Raw payload: | 40 38 75 GB 26 52 03 00 03 06 03 57 AC 67 EB 5F
¢912:63:18 Link ADR Tequest enqueued Devaddr: | 26 08 75 38

¢ Hide sidebar & 12:63118 Successfully scheduled data downlink . DevAddr: | 26 0B 75 38

Figure 50: Sending data to The Things Stack from RAK7200 WisNode Track Lite

Key Functions

In this section, the main functionality of the different keys (buttons) of the device will be addressed.

Default payload data of the keys:

Key 8 Data
Embedded World A

Exhibition and Conference
B . B

"%55 14-16
- C

Visit the RAK booth
at Hall M2M Area - Stand No. 3-523



https://twitter.com/RAKwireless/status/1621162148683448323?s=20&t=f-cV321R5nxuKPDx0PdBRQ

& RAK’ Documentation Center

Key

Key 4

Data

To customize the data sent by every button, the following AT command is used:

at+button=<button>:<port>:<data>

Where:

e <button> - The configured key (range 1-4)

e <port> - Configured port number (range 1-223)

e <data> - The sent data (max length is 10 characters)

Example:

Change the data sent from the pressing of button 1 to HelloWorld using the command:

at+button=1:1:HellowWworld

To check the data of the buttons you can execute the command:

at+get_config=device:status

The result is shown in Figure 51.

RAK SERIAL PORT TOOL

@ RAK com:|coms

RECEIVING

BaudRate: 115200

Command

at+version

CLEAR RECV at+button=1:1:HelloWorld

»»at+button=1:1:HelloWorld
oK

> =at+get_config=device:status
OK Board Core:RAK4270
MCU:STM32L071KB

LoRa chip:SX1262

Heartbeat interval time : 1 h

Button1 Port£°1 Information: HelloWorld

Button2 Port£°2 Information: B
Button3 Portf°3 Information: C
Button4 Port£°4 Information: B

SENDING(With \r\n)

at+get_config=device:status

at+set_config=devicerestart

at+set_config=device:gps:1

at+set_config=lora:work_mode:0

at+set_config=lora:join_mode:1

at+set_config=lora:class:0

at+set_config=lora:region:EU868

at+set_config=lora:confirm:1

at+set_config=lora:ch_mask:0:0

at+set_config=lora:dev_eui:

at+set_config=lora:app_eui:

at+set_config=lora:app_key:

at+set_config=lora:dev_addr:

at+set_config=lora:nwks_key:

at+set_config=lora:apps_key:

at+set_config=lora:send_interval:

at+get_config=lora:status

EO0O00O0O000O0O0D0DDODOoDOoOOoOO0O0ooO0aO0oao

at+get_config=device:status

at+get_config=lora:channel
O All/None
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»

on: V1.2.1 | Make:2018-12-24 11/18/2020 6:34:14 PM

SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND
SEND

SAVE

m]
X

gure 51: Changing the data sent from button 1
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Function Description

Long press Key 1 for three seconds. the device enters or exits configuration mode. Short

Key 1
Y press Key 1 to send Key 1 data. The data can be personalized with an AT command.
Key 2 Long press Key 2 for three seconds, the device resets. Short press Key 2 to send Key 2 data.
U The data can be personalized with an AT command.
Key 3 Short press Key 3 to send Key 3 data. The data can be personalized with an AT command.
Key 4 Short press Key 4 to send Key 4 data. The data can be personalized with an AT command.
NOTE:

When the device is still sending after the button is pressed, if the user presses a key again, the device will
ignore this action. Only when the device is not sending, the user's key action will be accepted.

LEDs Functions

LED function Description

Blue LED
corresponding to
each button flash
one

Corresponding LED will flash once when the button is pressed.

Blue LED
corresponding to
each button flash
twice

Corresponding LED will flash twice when the data transmission is successful.

Key 4 red LED o
Data transmission is not successful.

flash twice

Key 4 red LED One flash Indicates that the WisNode Button 4K is not connected to the Network, after
flash for 1 sec the user press any button. Two flashes Indicate that the join procedure have failed.

All four blue

LEDs flash at Joining the network is successful.

once for 1 second

All blue LEDs
flash clockwise 1- The device is trying to join the network.
2-4-3
Indicates battery charging mode. You can charge the battery of the WisNode Button
Key 2 red LED 4k via the micro USB port. When the red LED on Button 2 is on — the battery is
charging, when it goes off — the battery is charged.
—

in configuration mode.
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The device can send a HeartBeat packet according to the configured HeartBeat interval. The AT command for
configuring the HeartBeat interval is:

at+heartbeat=<interval>

Where the interval range is 0-120 (in hours), 0 to turn off the function.
Example:

Set the HeartBeat to one hour using the command:

at+heartbeat=1

RAK SERIAL PORT TOOL — O X
Command
@ RAK com:|coms - BaudRate: 115200 B o oeion e
RECEIVING CLEARRECV [0 02 |at+heartbeat=1
> >at+heartbeat=1 O at+set_config=device:sleep:0
OK O at+set_config=devicerestart
O at+set_config=device:gps:1
O at+set_config=lora:work_mode:0
O at+set_config=loraijoin_mode:0
O at+set_config=lora:class:0
O at+set_config=lora:region:EU868
O at+set_config=lora:confirm:1
O at+set_config=lora:ch_mask:0:0
O at+set_config=lora:dev_eui:
O at+set_config=lora:app_eui:
O at+set_config=lora:app_key:
O at+set_config=lora:dev_addr:
O at+set_config=lora:nwks_key:
O at+set_config=lora:apps_key:
O at+set_config=lora:send_interval:
SENDING(With \r\n) O at+get_config=lora:status
at+heartbeat=1 ] at+get_config=lora:channel
‘H O Al/None
Time 00:00:00 | PASS: O |FAIL: 0 | SW Version: V1.2.1 | Make:2018-12-24 11/19/2020 1:48:37 PM

Figure 52: Set the HeartBeat interval

The HeartBeat message data format is:

Headers Payload

0X48 Battery level in HEX

The battery level is represented in percentage form in hexadecimal format.

For example: If the payload message of the HeartBeat is 48 60, this represents 96% battery level.

¢
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Figure 53: HeartBeat message in the Live Device Data

The device will automatically send a low-voltage alarm signal when the battery power is below 20% and again
when it is below 10%. Battery power warning signal:

Battery power Warning signal
Power is less than 20% 57 14
Power is less than 10% 57 Oa

Device Restart

Two restart options are available:

1. You can restart the device by using the AT command:

at+set_config=device:restart

RAK SERIAL PORT TOOL — O X
Command

‘ RAK com:|coms - BaudRate: 115200 - | OB O o1 [atrversion

RECEIVING CLEAR RECV O at+set_config=devicerestart

»>sat+set_config=deviceirestart O at+set_config=device:sleep:0

LoRa (R) is a registered trademark or service mark of Semtech O at+set_config=devicerestart

Corporation or its affiliates. LoRaWAN (R) is a licensed mark. O at+set_config=device:gps:1

O at+set_config=lora:work_mode:0

RAK Button version:1.0.1.201116_Release O at+set_config=lora;join_mode:0

Initialization OK O at+set_config=lora:class:0

OK Join Success O at+set_config=lora:region:EUB68

O at+set_config=lora:confirm:1

O at+set_config=lora:ch_mask:0:0

O at+set_config=lora:dev_eui:

O at+set_config=lora:app_eui:

O at+set_config=lora:app_key:

O at+set_config=lora:dev_addr:

O at+set_config=lora:nwks_key:

O at+set_config=lora:apps_key:

& O at+set_config=lora:send_interval:

O at+get_config=lora:status

Embedded World o e
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2. You can restart the device by holding Key 2 for three seconds. When held, the blue LED will stay lit, and will
turn off when the device is restarted.

NOTE:

After the device restart manually or by AT command the WisNode Button 4K will try to join the network
automatically if the OTAA method is configured. This will be indicated by 4 blue LEDs flashing clockwise.
The device will make three attempts to Join the Network. If a Join attempt fails, the red LED on button 4
will flash for 1 second. If the three join attempts are failed, the device needs to be restarted manually or by
AT command to make a new attempt.
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